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Abstract

In this supplementary material we describe the R code used to prepare the data and to produce the
results presented in “Spam filtering by quantitative profiles”, arXiv:1201.0040v1[cs.IR].
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1 Introduction

In this supplementary material we describe the R code used to prepare data and reproduce the results
of the paper [3] (below called shortly “the paper”). In the paper line profile (LP) and character profile
(CP) of an email were defined and their use for spam filtering and email categorization was demonstrated.
The performance of the proposed profiles was measured on three corpuses (a private one and two public
ones, TREC 2007 and CEAS 2008) and compared to the performance of SpamAssassin [10] heuristic rules
(SA, version 3.3.1, rules updated on December 2, 2010, without Bayes and network rules) and the naive
Bayesian filtering implemented in Bogofilter [7] (BF, version 1.2.2, default configuration).

To demonstrate the ease of implementation of the two quantitative profiles, in what follows we present
their implementation in R [6]. The code reproduces all the results of [3]. We decided to prefer the
readability and simplicity of the code to optimalization. That’s why the code is fully written in R,
minimally uses parallelization, reads email files several times (once per each quantitative profile) and
character profiles are 256-dimensional (though only less than 100 columns suffices). Inspite of this the
code runs in reasonable time and due to the use of RData-images, the consecutive runs are much faster.

To reproduce the results of the paper e.g. for the TREC corpus, follow these steps:

1. unpack the zip-file [4] containing the R-code SupplementToQuantitativeProfiles.R and data files
(index files and files with SA and BF results)

2. unpack the TREC corpus [2]; if you unpack it to a folder different from /data/spamia, you need to
rewrite the absolute paths to emails in the corpus-index file index_trec.txt

3. in SupplementToQuantitativeProfiles.R, set the variable CORPUSES to "trec" (see Section 1.2)

4. check that R and the R-packages randomForest [1], [5] and ROCR [9] are installed; if you want to use
parallelized training of random forests, the package doMC [8] should be installed, too

5. run SupplementToQuantitativeProfiles.R in R

Notice that the obtained results can be slightly different from those reported here because of the versions
of R and randomForest. Here we used R version 2.12.2 (2011-02-25, GNU/Linux) and randomForest

version 4.6-2.

1.1 Conventions

In the R-functions described below we use the following parameters/variables:

corpusId the corpus identifier; here one of "priv" (the private corpus), "trec" (the TREC 2007 corpus)
and "ceas" (the CEAS 2008 corpus)

fsEmails a vector of the full paths to the individual emails of a given corpus

useImage if set to TRUE, the function tries to find the corresponding image-file and, if it exists, loads the
R-objects from it; otherwise the function calculates the objects “from scratch”

For parameter and variable names the following prefixes are used:

f the full path to a file

fs a vector of full paths to files

ns integer vector

inds vector of row indices

xs a matrix of predictors

ys a vector (of class factor) of responses, usually email labels

rf an instance of the class randomForest

preds a vector of predicted labels

probs a matrix with predicted label-distribution or a vector with predicted probability of a given label

fpr false positive rate, here the error rate of classifying ham email as spam

fnr false negative rate, here the error rate of classifying spam email as ham

Finally, the following abbreviations are used:
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LP line profiles of whole emails

LPH line profiles of email headers

LPB line profiles of email bodies

CP character profiles of whole emails

CPH character profiles of email headers

CPB character profiles of email bodies

SA SpamAssassin’s heuristic rules processed by Random Forest

SA2 SpamAssassin’s scores (the total number of spam-points)

BF Bogofilter’s probability of being a spam

1.2 Initialization

First, set some R-options and global variables and open a log file.

optionsOld = options()

options(prompt=" ", continue=" ", digits=4)

CORPUSES = c("priv", "trec", "ceas") ## list of used corpuses

NTREE = 500 ## the number of trees of random forests

LINES_MAX = 100 ## the number of considered lines in line profiles

SA_THRESHOLD = 5.0 ## default SA score threshold

BF_THRESHOLD = 0.5 ## default BF probability threshold

SHOW_PLOTS = TRUE ## show plots or not

CPU_CORES = 1 ## number of CPU cores used

logfile = file("log.txt")

open(logfile, open="wt")

## a simple function for logging

logf = function(msg) {

s = paste(Sys.time(), "\t", msg, sep="")

writeLines(s, con=logfile)

flush(con=logfile)

}

logf("Started")

2 Data

In this section we demonstrate how the data for the paper were prepared.

2.1 Function readIndex

The function readIndex reads the list of email full paths and their labels (for the given corpus) from the
index file(s) fsIndex. The format of the index file is corpus dependent, so the parameter corpusId must
be specified; the possible corpuses are "priv", "trec" and "ceas". The function returns a list with the
following components:

fsEmails a vector of paths to email files

nsEmails a vector of numbers of emails per index file

ys a factor of email labels with levels ham and spam

ysFine (only for the private corpus) a factor of email categories; the levels are advert, (solicited) ham,
notify and spam

lang (only for the private corpus) a factor of languages of emails, with factor-levels slovak (Slovak and
Czech emails), english, german and other
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readIndex = function(corpusId, fsIndex) {

if (is.null(corpusId))

stop("The parameter corpusId must be specified")

if (! (corpusId %in% c("priv", "trec", "ceas")))

stop("Only private, TREC and CEAS corpuses are implemented")

if (corpusId == "priv") {

## labels in the private corpus are 0=ham, 1=spam, -1=unknown

m = length(fsIndex)

nsEmails = integer(m)

for (i in 1:m) {

csv = read.csv(fsIndex[i])

## remove uncategorized emails (those with label -1)

rows = which(csv$X_SPAM != -1)

if (i == 1) {

indx = csv[rows,]

} else {

indx = rbind(indx, csv[rows,])

}

nsEmails[i] = length(rows)

}

fsEmails= as.character(indx$EMAIL_LONG_ID)

ys = as.factor(as.character(indx$X_SPAM))

levels(ys) = c("ham", "spam") ## 0->ham, 1->spam

ysFine = as.factor(as.character(indx$TYPE))

lang = as.factor(as.character(indx$LANG))

}

else { ## CEAS and TREC corpuses

if (length(fsIndex) != 1)

stop("CEAS and TREC corpuses have only one index")

indx = read.table(fsIndex[1])

nsEmails = nrow(indx)

ys = indx[,1]

fsEmails = as.character(indx[,2])

ysFine = NULL

lang = NULL

}

## return value

list(fsEmails = fsEmails, nsEmails = nsEmails,

ys = ys, ysFine = ysFine, lang = lang)

}

2.2 Function makeLP

The function makeLP creates a matrix data, whose rows are the line profiles LP of individual emails.
The full paths to the emails are in the vector fsEmails. The column names are LINE1,LINE2,...,LINE~k,
where k̃ is given by the parameter nlinesMax, the maximal number of lines of an email that are processed.
If the parameter ignoreHeader (ignoreBody) is TRUE then the email headers (email bodies) are ignored.

makeLP = function(fsEmails, nlinesMax = LINES_MAX, ignoreHeader = F, ignoreBody = F) {

if (ignoreHeader & ignoreBody)

stop("We cannot ignore both the header and the body")

## matrix with line profiles

n = length(fsEmails)

data = matrix(0, nrow=n, ncol=nlinesMax)
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cols = paste("LINE", 1:nlinesMax, sep="")

colnames(data) = cols

## data

for (i in 1:n) {

lines = readLines(con = fsEmails[i]) ## reads email into vector of lines

lengths = nchar(lines, type="bytes") ## lengths of lines in bytes

nlinesAll = length(lines)

## first empty line (separates email header and body)

emptyLines = which(lengths==0)

emptyLine0 = ifelse(length(emptyLines) > 0, emptyLines[1], nlinesAll+1)

## lineMin: index of the first considered line

lineMin = 1

if (ignoreHeader) {

lineMin = 1 + emptyLine0 ## first line of email body

}

## lineMax: index of the last considered line

if (ignoreBody) {

lineMax = emptyLine0 - 1 ## last line of email header

if (lineMax > nlinesMax) lineMax = nlinesMax

} else {

lineMax = lineMin + nlinesMax - 1

if (lineMax > nlinesAll) lineMax = nlinesAll

}

## sets line profile to the data matrix

if (lineMin <= lineMax) {

nlines = lineMax - lineMin + 1

data[i,1:nlines] = lengths[lineMin:lineMax]

}

}

return(data)

}

2.3 Function makeCP

The function makeLP creates a matrix data, whose rows are the line profiles LP of individual emails. The
full paths to the emails are in the vector fsEmails.

The function makeCP creates a matrix data, the rows of which are character profiles CP of individual
emails. The full paths to the emails are in the vector fsEmails. The column names are C0,C1,...,C255,
where Ci denotes the number of occurences of i-th ASCII-character. If the parameter ignoreHeader

(ignoreBody) is true then the email headers (email bodies) are ignored.

makeCP = function(fsEmails, ignoreHeader = F, ignoreBody = F) {

if (ignoreHeader & ignoreBody)

stop("We cannot ignore both the header and the body")

## matrix with character profiles

n = length(fsEmails)

data = matrix(0, nrow=n, ncol=256)

cols = as.character(0:255)

colNames = paste("C", cols, sep="")

colnames(data) = colNames
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for (i in 1:n) {

## read email into a string

con = fsEmails[i]

size = file.info(con)$size

email = readChar(con, size, useBytes=TRUE)

## if header or body is ignored, remove it

if (ignoreHeader) {

indBody = 2 + gregexpr("\n\n", email, fixed=T)[[1]][1]

email = substr(email, indBody, size)

}

if (ignoreBody) {

indBody = 2 + gregexpr("\n\n", email, fixed=T)[[1]][1]

email = substr(email, 1, indBody-1)

}

## email-string to vector of chars

chars = as.numeric(charToRaw(email))

## create frequency table of chars

t = table(chars)

## char frequencies to data matrix

data[i,1:256] = t[cols]

}

## replace NAs with 0

data[is.na(data)] = 0

return(data)

}

2.4 Function mapIds

The function mapIds creates a mapping between two vectors of unique identifiers ids1 and ids2. It
returns the integer vector map having the same length as ids1 and such that ids1[i] == ids2[map[i]]

for every i. The function is used in readSA and readBF to synchronize the order of emails.

mapIds = function(ids1, ids2, mustExist=TRUE) {

n = length(ids1)

if (n==length(ids2)) {

if (all(ids1 == ids2))

return(1:n) ## the vectors of ids are the same

}

map = numeric(n)

for (i in 1:n) {

indx = which(ids1[i] == ids2)

if (mustExist & (length(indx) == 0))

stop("Index ids1[", i, "]=", ids1[i], " was not found in ids2")

if (length(indx) > 1)

stop("Index ids1[", i, "]=", ids1[i], " was found ", length(indx),

" times in ids2; indxs=(", indx[1], "", indx[2], "...)")

map[i] = indx[1]

}

return (map)

}
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2.5 Function readSA

The function readSA reads the results of SpamAssassin [10] analysis of emails. The rows of the files fsSA

correspond to emails; the columns are:

• ORD, EMAIL_LONG_ID, LANG, TYPE, DATE, EMAIL_ID: the order, long identifier, language, category (i.e.,
fine label ham/notify/advert/spam), date and short identifier of the email

• (hundreds of) binary columns, one for every SA-rule; the value 1 means that the particular rule was
“active” on the email, otherwise the value is 0

• X_ERRORS: SA-error flag, 1 if SpamAssassin did not classify the email, 0 otherwise

• X_THRESHOLD: default SA-threshold

• X_TOTAL: the total number of spam-points assigned to the email by SA (i.e., the score of the email)

• X_SPAM: label of the email

Since the set of SA-columns is corpus dependent (only columns for rules active on at least one email are
included), the function creates a data frame xs containing columns which are in at least one of the source
files fsSA. The function also returns a vector scores with score (spam-points) of emails assigned by SA
using default weights.

readSA = function(fsEmails, fsSA) {

## read and bind all SA-files

n = length(fsSA)

for (i in 1:n) {

csv = read.csv(fsSA[i])

csvNames = names(csv)

if (i == 1) {

saNames = csvNames

sa = csv

} else {

## bind rows of data frames with possibly different columns

saNamesNew = setdiff(csvNames, saNames)

csvNamesNew = setdiff(saNames, csvNames)

if (length(saNamesNew) > 0)

sa[,saNamesNew] = 0

if (length(csvNamesNew) > 0)

csv[,csvNamesNew] = 0

saNames = union(saNames, csvNames)

sa = rbind(sa[,saNames], csv[,saNames])

}

}

## remove columns not corresponding to SA-rules

omitColNames = c("ORD", "EMAIL_LONG_ID", "LANG", "TYPE", "DATE",

"EMAIL_ID", "X_ERRORS", "X_THRESHOLD", "X_TOTAL", "X_SPAM", "X_SPAM.1")

omitCols = mapIds(omitColNames, saNames, mustExist=FALSE)

omitCols = as.vector(na.omit(omitCols))

## order rows according to fsEmails

map = mapIds(fsEmails, sa$EMAIL_LONG_ID)

xs = sa[map, -omitCols]

scores = sa$X_TOTAL[map]

list(xs = xs, scores = scores)

}

7



2.6 Function readBF

The function readBF reads classification results from Bogofilter. Bogofilter was trained incrementally on
the train part of the corpus, e.g. on the first 50 000 emails of the TREC corpus (see the variable nTrain,
Sections 2.8–2.10). On the test part of the corpus, Bogofilter was not learnt the correct labels. The return
value is a list with a vector probsSpam of predicted spamminess (probability of being a spam).

readBF = function(fsEmails, fsBF) {

n = length(fsBF)

for (i in 1:n) {

csv = read.csv(fsBF[i])

if (i == 1) {

bf = csv

} else {

bf = rbind(bf, csv)

}

}

map = mapIds(fsEmails, bf$EMAIL_LONG_ID)

list(probsSpam = bf$CLSF_PROB[map])

}

2.7 Function prepareCorpusData

The function prepareCorpusData prepares all data used in the classification for the given corpus, including
labels of emails, line and character profiles (for complete emails as well as for header/body of emails)
and data from SA and BF. The parameter corpusId is a short identifier of the corpus. The parameter
fsIndex is the path to the index file(s), used in readIndex. The vectors fsSA and fsBF contain paths to
SA and BF data files for the given corpus.

prepareCorpusData = function(corpusId, fsIndex, fsSA, fsBF, useImage=T, ...) {

fImage = paste("data_", corpusId, ".RData", sep="")

if (useImage & file.exists(fImage)) {

## load data from the image

logf(paste("Loading data-image for the corpus", corpusId))

load(fImage)

}

else {

## read the index of the corpus

logf(paste("Reading index for the corpus", corpusId))

indx = readIndex(corpusId=corpusId, fsIndex=fsIndex)

fsEmails = indx$fsEmails

## make line and character profiles

logf(paste("Making LP for the corpus", corpusId))

xs_lp = makeLP(fsEmails, ...)

logf(paste("Making LPH for the corpus", corpusId))

xs_lph = makeLP(fsEmails, ignoreBody=T, ...)

logf(paste("Making LPB for the corpus", corpusId))

xs_lpb = makeLP(fsEmails, ignoreHeader=T, ...)

logf(paste("Making CP for the corpus", corpusId))

xs_cp = makeCP(fsEmails, ...)

logf(paste("Making CPH for the corpus", corpusId))

xs_cph = makeCP(fsEmails, ignoreBody=T, ...)

logf(paste("Making CPB for the corpus", corpusId))

xs_cpb = makeCP(fsEmails, ignoreHeader=T, ...)

## read SA and BF data

logf(paste("Reading SA for the corpus", corpusId))
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sa = readSA(fsEmails, fsSA)

xs_sa = sa$xs

scores_sa = sa$scores

logf(paste("Reading BF for the corpus", corpusId))

bf = readBF(fsEmails, fsBF)

probsSpam_bf = bf$probsSpam

## save data to the image

logf(paste("Writing data-image for the corpus", corpusId))

corpusData = list(

id=corpusId, fsEmails=fsEmails, nsEmails=indx$nsEmails,

ys=indx$ys, ysFine=indx$ysFine, lang=indx$lang,

xs_lp=xs_lp, xs_lph=xs_lph, xs_lpb=xs_lpb,

xs_cp=xs_cp, xs_cph=xs_cph, xs_cpb=xs_cpb,

xs_sa=xs_sa, scores_sa=scores_sa, probsSpam_bf=probsSpam_bf

)

save(corpusData, file=fImage)

}

return(corpusData)

}

2.8 Data for the private corpus

The data for the private corpus can be prepared using the following call.

if ("priv" %in% CORPUSES) {

priv = prepareCorpusData(corpusId="priv",

fsIndex = c("data/index_priv2.csv", "data/index_priv4.csv"),

fsSA = c("data/sa_priv2.csv", "data/sa_priv4.csv"),

fsBF = c("data/bf_priv2.csv", "data/bf_priv4.csv"))

}

The private corpus consists of two parts; the first one is used for training and the second one is used
for testing. The size of the corpus, the sizes of the two parts and the total number of hams/spams are:

if ("priv" %in% CORPUSES) {

cat("Emails:", sum(priv$nsEmails), "\n")

print(priv$nsEmails)

cat("Hams:", sum(priv$ys == "ham"), "\n")

cat("Spams:", sum(priv$ys == "spam"), "\n")

}

Emails: 23250

[1] 11050 12200

Hams: 20490

Spams: 2760

The train/test split of the private corpus:

if ("priv" %in% CORPUSES) {

priv$n = length(priv$fsEmails)

priv$nTrain = priv$nsEmails[1]

priv$nTest = priv$n - priv$nTrain

priv$indsTrain = 1:priv$nTrain

priv$indsTest = (priv$nTrain+1):priv$n

}

The structure of hams/spams in the private corpus:
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if ("priv" %in% CORPUSES) {

print(table(priv$ys[priv$indsTrain]))

print(table(priv$ys[priv$indsTest]))

}

ham spam

9673 1377

ham spam

10817 1383

The structure of emails in the private corpus according to fine labelling, see Table 1 of the paper:

if ("priv" %in% CORPUSES) {

print(table(priv$ysFine[priv$indsTrain]))

print(table(priv$ysFine[priv$indsTest]))

}

advert ham notify spam

1611 6837 1225 1377

advert ham notify spam

1409 3650 5758 1383

The language structure of emails in the private corpus:

if ("priv" %in% CORPUSES) {

print(table(priv$lang[priv$indsTrain]))

print(table(priv$lang[priv$indsTest]))

}

english german other slovak

2917 532 456 7145

english german other slovak

6514 519 479 4688

The language structure of hams/spams in the private corpus and the ratio of Slovak hams:

if ("priv" %in% CORPUSES) {

langTrain = table(priv$ys[priv$indsTrain], priv$lang[priv$indsTrain])

print(langTrain)

print(langTrain["ham", "slovak"] / priv$nTrain)

langTest = table(priv$ys[priv$indsTest], priv$lang[priv$indsTest])

print(langTest)

print(langTest ["ham", "slovak"] / priv$nTest)

}

english german other slovak

ham 1813 428 330 7102

spam 1104 104 126 43

[1] 0.6427

english german other slovak

ham 5855 126 195 4641

spam 659 393 284 47

[1] 0.3804
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2.9 Data for the TREC 2007 corpus

The code for the TREC corpus data is as follows.

if ("trec" %in% CORPUSES) {

trec = prepareCorpusData(corpusId="trec",

fsIndex = "data/index_trec.txt",

fsSA = "data/sa_trec.csv",

fsBF = "data/bf_trec.csv")

trec$n = length(trec$fsEmails)

trec$nTrain = 50000 ## approx 2/3 for training

trec$nTest = trec$n - trec$nTrain

trec$indsTrain = 1:trec$nTrain

trec$indsTest = (trec$nTrain+1):trec$n

}

The size and the structure of hams/spams in the TREC 2007 corpus:

if ("trec" %in% CORPUSES) {

cat("Emails:", sum(trec$nsEmails), "\n")

cat("Hams:", sum(trec$ys == "ham"), "\n")

cat("Spams:", sum(trec$ys == "spam"), "\n")

cat("\nTrain set:", "\n")

tabTrain = table(trec$ys[trec$indsTrain])

print(tabTrain)

cat("Ratio spam/ham:", tabTrain["spam"] / tabTrain["ham"], "\n")

cat("\nTest set:", "\n")

tabTest = table(trec$ys[trec$indsTest])

print(tabTest)

cat("Ratio spam/ham:", tabTest["spam"] / tabTest["ham"], "\n")

}

Emails: 75419

Hams: 25220

Spams: 50199

Train set:

ham spam

15833 34167

Ratio spam/ham: 2.158

Test set:

ham spam

9387 16032

Ratio spam/ham: 1.708

2.10 Data for the CEAS 2008 corpus

The code for the CEAS corpus data is as follows.

if ("ceas" %in% CORPUSES) {

ceas = prepareCorpusData(corpusId="ceas",

fsIndex = "data/index_ceas.txt",

fsSA = "data/sa_ceas.csv",

fsBF = "data/bf_ceas.csv")
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ceas$n = length(ceas$fsEmails)

ceas$nTrain = 90000 ## approx 2/3 for training

ceas$nTest = ceas$n - ceas$nTrain

ceas$indsTrain = 1:ceas$nTrain

ceas$indsTest = (ceas$nTrain+1):ceas$n

}

The size and the structure of hams/spams in the CEAS 2008 corpus:

if ("ceas" %in% CORPUSES) {

cat("Emails:", sum(ceas$nsEmails), "\n")

cat("Hams:", sum(ceas$ys == "ham"), "\n")

cat("Spams:", sum(ceas$ys == "spam"), "\n")

cat("\nTrain set:", "\n")

tabTrain = table(ceas$ys[ceas$indsTrain])

print(tabTrain)

cat("Ratio spam/ham:", tabTrain["spam"] / tabTrain["ham"], "\n")

cat("\nTest set:", "\n")

tabTest = table(ceas$ys[ceas$indsTest])

print(tabTest)

cat("Ratio spam/ham:", tabTest["spam"] / tabTest["ham"], "\n")

}

Emails: 137705

Hams: 27126

Spams: 110579

Train set:

ham spam

16603 73397

Ratio spam/ham: 4.421

Test set:

ham spam

10523 37182

Ratio spam/ham: 3.533

3 Results of performance study

3.1 Function trainRF

The function trainRF tunes and trains a random forest for given train data xs_train and labels ys_train.
The default number of trees ntree is given by the variable NTREE (see Section 1.2). In the non-parallelized
mode (i.e., if CPU_CORES is 1), the function uses set.seed to obtain the same forest for the same data.

trainRF = function(xs_train, ys_train, ntree=NTREE) {

if (is.null(xs_train))

return(NULL)

require(randomForest)

if (CPU_CORES == 1) { ## not parallelized

## determine mtry
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set.seed(123)

tune = tuneRF(xs_train, ys_train, plot=FALSE, trace=FALSE)

indMin = which.min(tune[,"OOBError"])

mtry = tune[indMin, "mtry"]

## train RF

set.seed(123)

rf = randomForest(x=xs_train, y=ys_train, mtry=mtry,

importance=T, ntree=ntree, proximity=F)

} else { ## parallelized

## divide trees to individual CPU cores

m = ceiling(ntree / CPU_CORES)

ntreePerCpu = c(rep(m, CPU_CORES-1), ntree - m*(CPU_CORES-1))

## train trees

require(doMC)

registerDoMC(CPU_CORES)

rf = foreach(ntree=ntreePerCpu, .combine=combine, .packages="randomForest") %dopar%

randomForest(x=xs_train, y=ys_train, ntree=ntree)

}

return(rf)

}

3.2 Function trainRFs

The function trainRFs calls trainRF for all train data from the corpus data cd. If fine is TRUE, instead of
ham/spam labels the finer ones (ham/notify/advert/spam) are used; this is available only for the private
corpus.

trainRFs = function(cd, useImage=T, fine=F, ...) {

corpusId = paste(cd$id, ifelse(fine, "_fine", ""), sep="")

fImage = paste("rfs_", corpusId, ".RData", sep="")

if (useImage & file.exists(fImage)) {

## load forests from the image

logf(paste("Loading rfs-image for the corpus", corpusId))

load(fImage)

}

else {

ys_train = cd$ys[cd$indsTrain]

if (fine)

ys_train = cd$ysFine[cd$indsTrain]

## LP

logf(paste("Training RF on LP for the corpus", corpusId))

rf_lp = trainRF(cd$xs_lp[cd$indsTrain,], ys_train, ...)

## LPH

logf(paste("Training RF on LPH for the corpus", corpusId))

rf_lph = trainRF(cd$xs_lph[cd$indsTrain,], ys_train, ...)

## LPB

logf(paste("Training RF on LPB for the corpus", corpusId))

rf_lpb = trainRF(cd$xs_lpb[cd$indsTrain,], ys_train, ...)

## CP

logf(paste("Training RF on CP for the corpus", corpusId))
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rf_cp = trainRF(cd$xs_cp[cd$indsTrain,], ys_train, ...)

## CPH

logf(paste("Training RF on CPH for the corpus", corpusId))

rf_cph = trainRF(cd$xs_cph[cd$indsTrain,], ys_train, ...)

## CPB

logf(paste("Training RF on CPB for the corpus", corpusId))

rf_cpb = trainRF(cd$xs_cpb[cd$indsTrain,], ys_train, ...)

## SA

logf(paste("Training RF on SA for the corpus", corpusId))

rf_sa = trainRF(cd$xs_sa[cd$indsTrain,], ys_train, ...)

## save forests to the image

logf(paste("Writing rfs-image for the corpus", corpusId))

rfs = list(

rf_lp=rf_lp, rf_lph=rf_lph, rf_lpb=rf_lpb,

rf_cp=rf_cp, rf_cph=rf_cph, rf_cpb=rf_cpb,

rf_sa=rf_sa

)

save(rfs, file=fImage)

}

return(rfs)

}

3.3 Function testRF

The function testRF calculates predictions of labels, predicted probability distributions and confusion
table for the given random forest rf and test data xs_test, ys_test. If binary is TRUE, the function
testBinPreds is also called.

testRF = function(rf, xs_test, ys_test, binary=TRUE, ...) {

if (is.null(rf))

return(NULL)

require(randomForest)

## predicted distributions and classes, confusion table

probs = predict(rf, newdata=xs_test, type="prob")

preds = predict(rf, newdata=xs_test, type="response")

if (! binary) {

## multinomial classification

conf = table(ys_test, preds)

result = list(rf=rf, probs=probs, preds=preds, conf=conf)

} else {

## binary classification

result = testBinPreds(probs[,"spam"], preds, ys_test, ...)

result$rf = rf

result$probs = probs

}

return(result)

}
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3.4 Function testBinPreds

The function testBinPreds calculates performance measures for binary classification to ham/spam. Among
the computed measures there are confusion table, fpr and fnr, fnr-values for given values fprs of fpr, AUC,
data for ROC curve, etc.

testBinPreds = function(probsSpam, preds, ys_test, fprs=c(0.005, 0.01 * (1:5))) {

require(ROCR)

conf = table(ys_test, preds)

lst = list(probsSpam=probsSpam, preds=preds, conf=conf)

## confusion table

cols = colnames(conf) ## predicted class

rows = rownames(conf) ## real class

lst$tp = ifelse(("spam" %in% cols) & ("spam" %in% rows), conf["spam","spam"],0)

lst$fp = ifelse(("spam" %in% cols) & ("ham" %in% rows), conf["ham","spam"], 0)

lst$tn = ifelse(("ham" %in% cols) & ("ham" %in% rows), conf["ham","ham"], 0)

lst$fn = ifelse(("ham" %in% cols) & ("spam" %in% rows), conf["spam","ham"], 0)

## default error rates

lst$fpr = lst$fp / (lst$fp + lst$tn)

lst$fnr = lst$fn / (lst$fn + lst$tp)

lst$error = (lst$fp + lst$fn) / (lst$fp + lst$tn + lst$fn + lst$tp)

## AUC

proc = prediction(predictions = lst$probsSpam, labels=ys_test)

lst$auc = as.numeric(slot(performance(proc, measure="auc"), "y.values"))

## fnrs for given fprs

perf = attributes(performance(proc, x.measure="fpr", measure="fnr"))

lst$fprsAll = perf$x.values[[1]]

lst$fnrsAll = perf$y.values[[1]]

lst$fprs = fprs

lst$fnrs = sapply(fprs,

function(fpr) fnr4fpr(fpr=fpr, fprs=lst$fprsAll, fnrs=lst$fnrsAll))

## data for ROC

lst$perfROC = performance(proc, measure = "tpr", x.measure = "fpr")

return(lst)

}

The utility function fnr4fpr, used in testBinPreds, estimates fnr for a given value of fpr using the
linear interpolation.

fnr4fpr = function(fpr, fprs, fnrs) {

afnr = approx(x = fprs, y = fnrs, xout = fpr)$y

return(afnr)

}

3.5 Function testRFs

The function testRFs calls testRF for all randomForests in rfs and test data from the corpus data cd.

testRFs = function(cd, rfs, useImage=T, fine=F, ...) {

corpusId = paste(cd$id, ifelse(fine, "_fine", ""), sep="")

fImage = paste("rslt_", corpusId, ".RData", sep="")

if (useImage & file.exists(fImage)) {
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## load results from the image

logf(paste("Loading results-image for the corpus", corpusId))

load(fImage)

}

else {

ys_test = cd$ys[cd$indsTest]

if (fine)

ys_test = cd$ysFine[cd$indsTest]

## LP

logf(paste("Testing RF on LP for the corpus", corpusId))

lp = testRF(rfs$rf_lp, cd$xs_lp[cd$indsTest,], ys_test, ...)

## LPH

logf(paste("Testing RF on LPH for the corpus", corpusId))

lph = testRF(rfs$rf_lph, cd$xs_lph[cd$indsTest,], ys_test, ...)

## LPB

logf(paste("Testing RF on LPB for the corpus", corpusId))

lpb = testRF(rfs$rf_lpb, cd$xs_lpb[cd$indsTest,], ys_test, ...)

## CP

logf(paste("Testing RF on CP for the corpus", corpusId))

cp = testRF(rfs$rf_cp, cd$xs_cp[cd$indsTest,], ys_test, ...)

## CPH

logf(paste("Testing RF on CPH for the corpus", corpusId))

cph = testRF(rfs$rf_cph, cd$xs_cph[cd$indsTest,], ys_test, ...)

## CPB

logf(paste("Testing RF on CPB for the corpus", corpusId))

cpb = testRF(rfs$rf_cpb, cd$xs_cpb[cd$indsTest,], ys_test, ...)

## SA

logf(paste("Testing RF on SA for the corpus", corpusId))

sa = testRF(rfs$rf_sa, cd$xs_sa[cd$indsTest,], ys_test, ...)

if (! fine) {

## SA-score

logf(paste("Testing SA scores for the corpus", corpusId))

scores = cd$scores_sa[cd$indsTest]

sa2_probs = scores / max(scores, na.rm=T)

sa2_preds = as.factor(ifelse(scores >= SA_THRESHOLD, "spam", "ham"))

sa2 = testBinPreds(sa2_probs, sa2_preds, ys_test)

## BF

logf(paste("Testing BF predictions for the corpus", corpusId))

bf_probs = cd$probsSpam_bf[cd$indsTest]

bf_preds = as.factor(ifelse(bf_probs >= BF_THRESHOLD, "spam", "ham"))

bf = testBinPreds(bf_probs, bf_preds, ys_test)

} else {

sa2 = bf = NULL

}

## save results to the image

logf(paste("Writing results-image for the corpus", corpusId))
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corpusResults = list(corpusId=cd$id,

lp=lp, lph=lph, lpb=lpb, cp=cp, cph=cph, cpb=cpb,

sa=sa, sa2=sa2, bf=bf)

save(corpusResults, file=fImage)

}

return(corpusResults)

}

3.6 Function summarizeResults

The function summarizeResults creates a list with two data frames containing the summary of test results
for the given corpus.

summarizeResults = function(corpusResults) {

types = c("LP", "LPH", "LPB", "CP", "CPH", "CPB", "SA", "SA2", "BF")

n = length(types)

res = vector("list", n)

res[[1]] = corpusResults$lp

res[[2]] = corpusResults$lph

res[[3]] = corpusResults$lpb

res[[4]] = corpusResults$cp

res[[5]] = corpusResults$cph

res[[6]] = corpusResults$cpb

res[[7]] = corpusResults$sa

res[[8]] = corpusResults$sa2

res[[9]] = corpusResults$bf

tn = fp = fn = tp = rep.int(NA, n)

fpr = fnr = error = auc = rep(NA, n)

fnr005 = fnr01 = fnr02 = fnr03 = fnr04 = fnr05 = rep(NA, n)

for (i in 1:n) {

if (! is.null(res[[i]])) {

tn[i] = res[[i]]$tn

fp[i] = res[[i]]$fp

fn[i] = res[[i]]$fn

tp[i] = res[[i]]$tp

fpr[i] = res[[i]]$fpr

fnr[i] = res[[i]]$fnr

error[i] = res[[i]]$error

auc[i] = res[[i]]$auc

fnr005[i] = res[[i]]$fnrs[1]

fnr01[i] = res[[i]]$fnrs[2]

fnr02[i] = res[[i]]$fnrs[3]

fnr03[i] = res[[i]]$fnrs[4]

fnr04[i] = res[[i]]$fnrs[5]

fnr05[i] = res[[i]]$fnrs[6]

}

}

## data frames

dfRes = data.frame(types=types, tn=tn, fp=fp, fn=fn, tp=tp,

fpr=fpr, fnr=fnr, error=error, auc=auc)

dfFnrs = data.frame(types=types,

fnr005=fnr005, fnr01=fnr01, fnr02=fnr02,

fnr03=fnr03, fnr04=fnr04, fnr05=fnr05)

list(results=dfRes, fnrs=dfFnrs)

}

17



3.7 Function plotROC

The function plotROC creates and saves a figure with ROC curves for LP, CP, SA and BF for the given
corpus.

plotROC = function(corpusResults) {

corpusId = corpusResults$corpusId

if (corpusId == "priv") {

xlim = c(0, 0.1)

ylim = c(0.8, 0.95)

corpusResults_sa = corpusResults$sa

auc_sa = "AUC SA = "

} else if ((corpusId == "trec") | (corpusId == "ceas")) {

xlim = c(0, 0.05)

ylim = c(0.9, 1)

corpusResults_sa = corpusResults$sa2

auc_sa = "AUC SA2= "

}

plot(corpusResults$lp$perfROC, col = colors()[121], lwd = 2, lty = 1,

xlim = xlim, ylim = ylim, main = "")

plot(corpusResults$cp$perfROC, col = colors()[257], lwd = 2, lty = 4, add = T)

plot(corpusResults_sa$perfROC, col = colors()[134], lwd = 2, lty = 6, add = T)

plot(corpusResults$bf$perfROC, col = colors()[115], lwd = 2, lty = 2, add = T)

tauc_lp = paste("AUC LP = ", format(corpusResults$lp$auc, digits = 5), sep = "")

tauc_cp = paste("AUC CP = ", format(corpusResults$cp$auc, digits = 5), sep = "")

tauc_sa = paste(auc_sa, format(corpusResults_sa$auc, digits = 5), sep = "")

tauc_bf = paste("AUC BF = ", format(corpusResults$bf$auc, digits = 5), sep = "")

legend(x = "bottomright", legend = c(tauc_lp, tauc_cp, tauc_sa, tauc_bf),

col = c(colors()[121], colors()[257], colors()[134], colors()[115]),

lty = c(1, 4, 6, 2), lwd = 2)

f = paste("quantprof-roc-", corpusResults$corpusId, ".pdf", sep="")

savePlot(filename=f, type="pdf")

invisible()

}

3.8 Results for the private corpus

All random forests for the given corpus can be trained/tested by a single call of trainRFs/testRFs
function, respectively.

if ("priv" %in% CORPUSES) {

privRfs = trainRFs(priv)

privResults = testRFs(priv, privRfs)

}

The summary tables for the private corpus (Tables 2 and 4 of the paper) and ROC curves for the
private corpus (Figure 2a of the paper) follow. The abbreviations in the types columns are explained in
Section 1.1.

if ("priv" %in% CORPUSES) {

print(summarizeResults(privResults), row.names=F, digits=4)

}

$results

types tn fp fn tp fpr fnr error auc

1 LP 10779 38 317 1066 0.003513 0.2292 0.02910 0.9639

2 LPH 10766 51 259 1124 0.004715 0.1873 0.02541 0.9666
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3 LPB 10776 41 313 1070 0.003790 0.2263 0.02902 0.9647

4 CP 10781 36 299 1084 0.003328 0.2162 0.02746 0.9598

5 CPH 10772 45 283 1100 0.004160 0.2046 0.02689 0.9697

6 CPB 10781 36 283 1100 0.003328 0.2046 0.02615 0.9787

7 SA 10762 55 174 1209 0.005085 0.1258 0.01877 0.9568

8 SA2 10652 143 815 568 0.013247 0.5893 0.07867 0.9487

9 BF 10751 44 243 1140 0.004076 0.1757 0.02357 0.9613

$fnrs

types fnr005 fnr01 fnr02 fnr03 fnr04 fnr05

1 LP 0.2133 0.20097 0.16278 0.12907 0.12075 0.11098

2 LPH 0.1806 0.15112 0.13726 0.13176 0.11630 0.10743

3 LPB 0.2126 0.18583 0.15714 0.14136 0.12509 0.09747

4 CP 0.1439 0.11635 0.09834 0.09071 0.08031 0.06423

5 CPH 0.1651 0.13714 0.12107 0.10040 0.08436 0.07505

6 CPB 0.1424 0.11918 0.09978 0.09255 0.08966 0.08749

7 SA 0.1268 0.10097 0.09328 0.09328 0.09328 0.09328

8 SA2 0.7686 0.60649 0.56107 0.10677 0.09911 0.08911

9 BF 0.1305 0.07375 0.07174 0.07101 0.07028 0.06955

if (SHOW_PLOTS & ("priv" %in% CORPUSES)) {

plotROC(privResults)

}
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Variable importance for the line and character profiles:

if (SHOW_PLOTS & ("priv" %in% CORPUSES)) {

require(randomForest)

varImpPlot(privRfs$rf_lp, main="", n.var=20)

savePlot("varimp_lp_priv.pdf", type="pdf")

varImpPlot(privRfs$rf_cp, main="", n.var=20)

savePlot("varimp_cp_priv.pdf", type="pdf")

}
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3.9 Results for the private corpus — categorization

if ("priv" %in% CORPUSES) {

privfRfs = trainRFs(priv, fine=T)

privfResults = testRFs(priv, privfRfs, binary=F, fine=T)

}

The confusion tables of LP, CP and SA on the private corpus:

if ("priv" %in% CORPUSES) {

print(privfResults$lp$conf)

print(privfResults$cp$conf)

print(privfResults$sa$conf)

}

preds

ys_test advert ham notify spam

advert 328 1047 1 33

ham 16 3618 14 2

notify 21 348 5388 1

spam 19 287 1 1076

preds

ys_test advert ham notify spam

advert 530 837 10 32

ham 26 3597 27 0

notify 20 237 5499 2

spam 37 221 12 1113

preds

ys_test advert ham notify spam

advert 515 830 17 47

ham 95 3290 248 17

notify 24 235 5498 1

spam 44 161 14 1164

3.10 Results for the TREC corpus

The summary tables (Tables 2 and 4 of the paper) and the ROC curves (see Figure 2b) for the TREC
corpus:

if ("trec" %in% CORPUSES) {

trecRfs = trainRFs(trec)

20



trecResults = testRFs(trec, trecRfs)

}

if ("trec" %in% CORPUSES) {

print(summarizeResults(trecResults), row.names=F, digits=4)

}

$results

types tn fp fn tp fpr fnr error auc

1 LP 9292 95 21 16011 0.010120 0.001310 0.004564 0.9999

2 LPH 9318 69 45 15987 0.007351 0.002807 0.004485 0.9998

3 LPB 8989 398 2723 13309 0.042399 0.169848 0.122782 0.9687

4 CP 9318 69 104 15928 0.007351 0.006487 0.006806 0.9993

5 CPH 9311 76 16 16016 0.008096 0.000998 0.003619 1.0000

6 CPB 9245 142 349 15683 0.015127 0.021769 0.019316 0.9971

7 SA 8678 709 665 15367 0.075530 0.041480 0.054054 0.9570

8 SA2 9356 30 7152 8848 0.003196 0.447000 0.282912 0.9422

9 BF 9364 22 395 15605 0.002344 0.024688 0.016426 0.9996

$fnrs

types fnr005 fnr01 fnr02 fnr03 fnr04 fnr05

1 LP 0.002965 0.0013431 0.0008538 0.0006861 0.0001248 0.0001248

2 LPH 0.017778 0.0012475 0.0000000 0.0000000 0.0000000 0.0000000

3 LPB 0.450096 0.4367087 0.3967867 0.2570882 0.1834331 0.1414203

4 CP 0.025252 0.0049309 0.0020977 0.0009980 0.0008109 0.0003119

5 CPH 0.001875 0.0004990 0.0002495 0.0000000 0.0000000 0.0000000

6 CPB 0.150477 0.0546894 0.0137831 0.0077345 0.0072355 0.0069237

7 SA 0.904910 0.8098201 0.6196402 0.4294602 0.1029164 0.1004517

8 SA2 0.358701 0.3050609 0.2413230 0.1879533 0.1493245 0.1447570

9 BF 0.003999 0.0005625 0.0005625 0.0004352 0.0004307 0.0004262

if (SHOW_PLOTS & ("trec" %in% CORPUSES)) {

plotROC(trecResults)

}
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if (SHOW_PLOTS & ("trec" %in% CORPUSES)) {

require(randomForest)

varImpPlot(trecRfs$rf_lp, main="", n.var=20)

savePlot("varimp_lp_trec.pdf", type="pdf")

varImpPlot(trecRfs$rf_cp, main="", n.var=20)

savePlot("varimp_cp_trec.pdf", type="pdf")

}
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In the TREC corpus, the sole number of header lines discriminates hams and spams with the 90%
accuracy:

if ("trec" %in% CORPUSES) {

n = length(trec$ys)

nlinesHeader = sapply(1:n, function(i) {

inds = which(trec$xs_lp[i,]==0)

ifelse(length(inds)>0, min(inds), 101)})

tab = table(nlinesHeader <= 35, trec$ys)

print(tab)

print(prop.table(tab, 1))

cat("Error:", 1-sum(diag(tab))/sum(tab), "\n")

}

ham spam

FALSE 19886 1537

TRUE 5334 48662

ham spam

FALSE 0.92825 0.07175

TRUE 0.09879 0.90121

Error: 0.0911

3.11 Results for the CEAS corpus

The summary tables (Tables 2 and 4 of the paper) and the ROC curves (see Figure 2c) for the CEAS
corpus:

if ("ceas" %in% CORPUSES) {

ceasRfs = trainRFs(ceas)

ceasResults = testRFs(ceas, ceasRfs)

}
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if ("ceas" %in% CORPUSES) {

print(summarizeResults(ceasResults), row.names=F, digits=4)

}

$results

types tn fp fn tp fpr fnr error auc

1 LP 10451 72 118 37064 0.0068422 0.003174 0.003983 0.9997

2 LPH 10355 168 86 37096 0.0159650 0.002313 0.005324 0.9997

3 LPB 10429 94 2373 34809 0.0089328 0.063821 0.051714 0.9935

4 CP 10435 88 1597 35585 0.0083626 0.042951 0.035321 0.9989

5 CPH 10407 116 106 37076 0.0110235 0.002851 0.004654 0.9997

6 CPB 10446 77 1696 35486 0.0073173 0.045613 0.037166 0.9932

7 SA 9639 884 1674 35508 0.0840065 0.045022 0.053621 0.9419

8 SA2 10094 429 23118 14064 0.0407678 0.621752 0.493596 0.7957

9 BF 10519 4 1646 35536 0.0003801 0.044269 0.034588 0.9984

$fnrs

types fnr005 fnr01 fnr02 fnr03 fnr04 fnr05

1 LP 0.003859 0.002743 0.001452 0.0009682 0.0008875 0.0007994

2 LPH 0.006800 0.003614 0.002044 0.0016137 0.0009682 0.0007262

3 LPB 0.070724 0.063463 0.057331 0.0457661 0.0424937 0.0423592

4 CP 0.043785 0.042547 0.014634 0.0032812 0.0031736 0.0030929

5 CPH 0.007758 0.002982 0.001658 0.0008068 0.0005989 0.0005379

6 CPB 0.047022 0.045069 0.044484 0.0442149 0.0438728 0.0436233

7 SA 0.933192 0.866385 0.732769 0.5991540 0.4655387 0.3319234

8 SA2 0.761381 0.699161 0.673744 0.6697082 0.6318798 0.5939691

9 BF 0.004739 0.003616 0.003018 0.0029874 0.0029566 0.0029258

if (SHOW_PLOTS & ("ceas" %in% CORPUSES)) {

plotROC(ceasResults)

}
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Variable importance for the line and character profiles:

if (SHOW_PLOTS & ("ceas" %in% CORPUSES)) {

require(randomForest)

varImpPlot(ceasRfs$rf_lp, main="", n.var=20)
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savePlot("varimp_lp_ceas.pdf", type="pdf")

varImpPlot(ceasRfs$rf_cp, main="", n.var=20)

savePlot("varimp_cp_ceas.pdf", type="pdf")

}
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3.12 Finalization

logf("Finished")

close(logfile)

options(optionsOld)

graphics.off()
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